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Don’t Fall Victim to a
Ransomware Attack.

Protect Your Data and Business

From This Top Security Threat
For 2017.
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Ransomware attacks are on the rise. It’s part of the top 10 threat predictions by
security analysts and labs around the world. And for businesses that are victimized,
the consequences can be paralyzing and destructive.

When ransomware infects your computer or mobile device, your organization’s
operations can come to a grinding halt. You’ll be denied access to your computer
and may even lose your data. Ransomware attacks have cost U.S. businesses millions
of dollars in losses. Don’t let your business be one of these.
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Fast Facts:

e Ransomware is the most malicious and frequently used form of malware today.

e There’s more than one type of ransomware.
e It’s important to know what to do if you experience a ransomware attack.

e The best way to protect your organization from ransomware is to prevent it
from landing on your computers in the first place.

e Always back up your data so your IT professional can restore it in the event of
an attack.

Ransomware is the most malicious and frequently
used form of malware today.

Ransomware blocks access to your data and demands payment through an anonymous
system like Bitcoin to restore access. In the past few years many small businesses,
government agencies and private users have been victims of ransomware. The criminals who
distribute and operate these attacks are making millions of dollars. They extort money from
you in exchange for a promise to unlock your computer files.
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There’s more than one type of ransomware.

Ransomware programs may be different but they can all wreak havoc with Windows and
Macintosh computers, and even Android devices. The infection takes place when you open a
malicious email attachment, visit an infected website, or download and install infected
software from the Internet.

There are many different types of ransomware. The following are some that are currently
used.

Locky: This is the most prevalent form of ransomware today. Locky was used in nearly all of
the malicious email attacks in the third quarter of 2016. It’s a screen-locking or "locker"
ransomware that prevents you from using your device by freezing your computer interface.
The way it’s delivered is through a phishing email that tricks you into either opening
malicious Microsoft Office documents or other infected attachments. Your screen will then
display a banner saying that your computer has been "locked" by the FBI or other law-
enforcement agency. Locky also encrypts files on your network and deletes any copies so
they can't be used to restore your files. Unfortunately, there’s no way to decrypt files that
have been encrypted by Locky without paying a ransom.
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We present a special software - -
which allows to decrypt and return control to all your encrypted files.

How to buy Locky decrypter?

You can make a payment with BitCoins, there are many methods to get them

You should register BitCoin wallet (simplest online wallet OR some other methods of creating wallet)
Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day
Here are our recommendations
LocalBitcoins.com (WU) - Buy Bitcoins with Western Union

Coincafe.com - Recor ded for fast, simple service
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Crypto: Instead of freezing your computer interface, “crypto” ransomware searches your
hard drive for common file types such as images and documents, and freezes them. It’s
often distributed through machines that have already been infected via malicious email
attachments. When you click on this attachment it automatically installs malware on your
computer. Once installed, the crypto ransomware sets keys in the Windows Registry of your
computer so it can start itself automatically every time you boot your computer. The
ransomware attacker will then send you a message saying your files have been encrypted,
and that unless you pay their ransom it will be impossible to recover your files.

In either case you will be given specific instructions to pay a ransom. A deadline for paying
is typically accompanied by a threat that your files will be deleted at specified intervals
(typically every 30 minutes). After your payment is received and processed, you will be sent
a numerical key to unlock your computer screen or encrypted files, or provided a serial key
for activating a decryption program found on the attacker’s website.
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CryptXXX: This is a new, sophisticated ransomware that is now demanding $1,000 for their
decryption key. It infects all versions of Windows. When your computer is infected with
CryptXXX your files are encrypted with a .crypt extension, and you can’t open them. Crypt
XXX creates three types of files, similar to other types of ransomware:

1. de_crypt_readme.bmp

2. de_crypt_readme.txt

3. de_crypt_readme.html
CryptXXX takes over your desktop image and displays a note with instructions on how to
make a ransom payment. The CryptXXX attackers constantly update versions of this
malware, making it difficult for tech professionals to come up with a decryptor. Hence,
CryptXXX attackers are able to demand high fees from you to release your data.
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Your files are encrypted.
You did not pay in time for decryption, that's why the decryption price increases 2 times. At the moment, the cost of
decrypting your files is 1008 USD. In case of failure to 16/06/16 your key will be deleted permanently and it will
be impossible to decrypt your files.

Your system: Windows 7 | First connectIP: 1.1.1.1

We present a special software - Google Decrypter - which allows to decrypt and return control to all your encrypted files.
How to buy Google decrypter?

1. You can make a payment with BitCoins, there are many methods to get them.

Obitcoin

2. You should register BitCoin wallet (simplest online wallet OR some other methods of creating wallet)
3. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:

 btcdirect eu - Good service for Europe.
® bittylicious.com - Get BTC with Visa/MC or SEPA(EU) Bank transfer.

* |ocalbitcoins.com - Semvice allows you to search for people in your community willing to sell bitcoins to you
directly(WU, Cash, SEPA, Paypal and many others).
* cex.io - Buy Bitcoins with Visa/Mastercard or Wire Transfer.

* coincafe.com - Recommended for fast, simple service. Payment Methods: Western Union, Bank of America, Cash by
FedEx, Moneygram, Money Order.

 bitstamp net - Old and trusted Bitcoin dealer.
o btc-e.com - BTC dealer, Visa/Mastercard and etc.

Couldn't find BTC in your location? Try searching these directories:
* buybitcoinworldwide.com - An international directory of bitcoin exchanges.
 bitcoin-net.com - One more BTC dealer directory.
* howtobuybitcoins.info - An i { directory of bitcoin
* bittybot.co/eu/ - EU countries directory.

4. Send 2.4 BTC to Bitcoin address: - —— -

5. Enter the Ti ion ID and chose option:

| (24 BTC ~= 1008 USD[7]

Note: Transaction ID - you can find in detailed info about transaction you made.
al 39: 19a27¢c42f07f5cf3e2aa08114c4d 112)

6. Please check the payment information and click button "PAY".

Your sent drafts
Num Draft type Draft number or tra on ID Amount
Your payments not found.

0 valid drafts are put, the total amount of 0.0 BTC.

Cerber: Cerber is another new form of ransomware that appeared in 2016. It’s different
from other types of ransomware in that it comes with a script that enables your computer to
talk to you. It also allows anyone to distribute it in exchange for a 40 percent share of the
paid ransom. Attackers made over $2.3 million dollars from Cerber in 2016. It’s also a
favorite for attackers as it has the ability to delete databases by encrypting files. To date,
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there are no decryption tools for the newer versions of Cerber, making it especially
dangerous.
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CERBER

Your documents, photos, databases and other important files have been encrypted!

To decrypt your files follow the instructions:

1. Download and install the «Tor Browser» from https://www.torproject.or

w

2. Runit

3. Inthe «Tor Browser» open website:

4. Follow the instructions at this website

Petya: Petya ransomware uses two new tactics that ransomware attackers haven’t used in
the past. Posing as a job applicant, the attacker sends you a professional-looking email with
a Dropbox link to a supposed resume. When you try to open the link, the infection begins.

Unlike other forms of ransomware, Petya then begins to overwrite the boot files your
computer needs to load Windows. Your computer gets locked and a red boot screen appears
demanding a ransom to unlock it. In the meantime it starts encrypting your files. Because
this is such a new type of infection, there are no updated tools to remove Petya ransomware
or decrypt your files.
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You became victim of the PETYA RANSOMUARE?!

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://wuu.torproject.orgs". If you need
help, please google for "access onion page".
2. Visit one of the following pages with the Tor Browser:

http://petya37hStbhyvki.onion/N19fuvE
http://petyaSkoahtsf7sv.onion/N19fvE

Enter your personal decryption code there:

P

If you already purchased your key, please enter it below.

Rey:

Shade: Shade not only encrypts your files and demands a ransom but it uses your encrypted
data to make even more money. Prior to encrypting your files, Shade goes through your files
looking for banking or accounting activity. Once discovered, it installs remote-control
malware that allows the attacker to can gain access to your finances. Even if you’re able to
get the decryptor tool to recover your files, the damage has already been done. Attackers
now have the ability to retrieve your financial information.

Virlock: Virlock is a very dangerous ransomware that not only infects your computer but
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your cloud files as well. It’s the first self-replicating form of ransomware, functioning like a
parasitic virus that infects both your computer and cloud files while creating new versions of
itself. This makes it very difficult to detect and block Virlock. All it takes is for you or
another user to open an infected file on your shared folder. Virlock then spreads through
cloud storage and shared applications, enabling one infected user to inadvertently spread
the file-locking malware across your enterprise network.

This computer was automatically blocked. Reason: Pirated software has been detected.

PAY FINE

Operation Global III is a coordinated effort by U.S.. Canadian. Europesn. Australian. Nev Zealand
and other lav enforcement agencies across the globe targeting computers vith pirated content

It's important to know what to do if you experience a
ransomware attack.

If you believe a ransomware attack is occurring and your files are being encrypted, power off
your machine immediately. You can simply unplug the power cord if you can’t do this with
the power button. Tell all users to do the same.

Contact your IT professional immediately to:
e lIdentify the source of the attack and any damage that may have occurred.
e Scan, clean and protect affected machines.
e Re-install software that no longer works correctly, and restore data if needed.

The best way to protect your organization from ransomware is to prevent it from
landing on your computers in the first place.
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If you experienced a ransomware attack this means that it got through all your anti-virus
software and security on your machine(s). Unfortunately, because ransomware performs
multi-layers attacks there is no security feature today that can protect against every threat.
However, your IT professional can provide advice on the most current

and effective protection.

The best security software is made up of layers that protect specific areas, and where each
layer communicates with another for the best protection possible. The first layer of
protection is for your email where spam typically enters. Securing your email with the right
program allows you to scan every email for malicious files before you or other users open
them. Your IT professional can also offer a compatible sandboxing program so you can open
attachments in a secure environment where they can be analyzed for ransomware.

Always backup your data so your IT professional can restore it in the event of an
attack.

To protect yourself and your business from ransomware attacks you must perform secure
backups. This requires backups that occur in realtime, daily and weekly. These backups
must be isolated from your network to ensure they can’t be compromised by a ransomware
attack. Your IT professional will need these backup files to restore your data. In most cases
he or she can erase the hard drive, reinstall the operating system and restore your machine
with the backup copy.
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Don’t forget to educate your staff about the threats and prevention of ransomware
attacks. Ask your IT professional if they can train you and your personnel with
simulation tools to help them recognize malicious IT threats of any kind. By doing this
you’ll reduce the odds of falling victim to a ransomware attack.
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